
January is, 2008

VIA ELECTRONIC FILING

Ms. Marlene H. Dortch, Secretary
Federal Communications Commission
44512'" Street. S.W.
Washington, D.C. 20554

EB-06-36
Certification ofCPNI Filing

Oear Ms. Dortch:

In accordance with the Section 64.2009(e) of the Commission's rules. plcase lind
attached our company's annual compliance certificate for 2007, togcther with a statement
describing the company's program to prote<ot Customer Proprietary Network information.

Sincerely,

China Tele<oom (Americllli) Corporation

China Teleoom (Americas) COrporation
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By: J5c--
Administrative Director



Annllal C~r1ir_ltorColJlplian", R"V'rdin~
ProtKrion orc.slom~rPropnnary 'dwork Inrnrmatjon

The lmdasigoal. ccnirlCS as fol\ows:

I. I ama~ offlCCfofChina Tc\eoom(Amcricas) CoqIomtion(the 8Company").

2. I ha,'c pcnonal]mo~ledge that the Company has estabIisbaI and implcmrnkd a prognun
10 proem customer p-oprictary network information (8CPNI8) as required by Section
64.2009 of the Commission's regulations.

3. The progr'dIll makes the Company's Administrative Din:ctor responsible for
implementation and approval of all USC$ ofCPNI and esIllblishes:

• A mechanism for custom~ to opt-out of receiving m.ark.eting information based on
lheir CPN]

• A record-keeping system to detennine the customer's decision regarding use ofCPN1,
any marketing and sales campaign using CrN] and all inslallccs of when CI'NI was
disclosed or provided to third parties

• A disciplinary procedure for improper use ofCrNI by employees. agents and
contractors

• A trnining mechanism 10 ensure that all employees, agents and contractors are aware
of when they can usc erNI in sales IlIId m.ark.eting

• A standard contnld provision for cntcrprix customeffl regarding use ofCPNI

Dated: January 14. 200S

China Tete :0'" (Americ.fIs) Corporation
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Program for the
rrotedioD of Customer Propriehlry Network Information

China Telecom (Americas) Corporation ("CTA" or the "Company") is adopting this
program for the protection of Customer Proprietary Network Tnfonnation ("CrNI"). as mandated
by $e(;tion 222 of tile Telecommunications Act of 1996 and Section 47 C.F.R. 64.209.

Objective of Program. 1llc objective of this program is to protect the cOllfidentiality of
the Company's Cu:;tomer Proprietary Network Infonn3tion.

Definition ofCPNI. CrNT is defined as infonnation that relates to the quantity. technical
configuration, type. destination, location and amount Muse ofa telecom service provided 10 a
customer. For example, it includes type of line. class of service, current charges, usage data and
calling patterns. CPNI is derived from all customers.. ineluding other carriers.

Use and Disclosure of, and AC£CSs to. CrNI. Except with customer approval or in
response to a lawful request ofa governmental authority, CrNI may only be used or disclosed in
connection with the provision oftelccommunications services from which such infonnation is
derived and services necessary to, or used in, the provision oftelccommunications services.

Aceess 10 CPNI is only available to those persons (employees, agents, attorneys) who
require the infonnation to provide the service to which the infonnation relates or in conncction
with the provision ofsuch service. NotwithstarKling the foregoing, CPNT may be used by CTA
employees, either directly or through its agents, to (i) initiate, render, bill and collect for
telecommunications services; (ii) protect the rights of propeny of the Company, or to protect
users and other carriers from trnudulent or illegal use of, or subscription to. such services; and
(iii) provide inbound marketing, referral or administrative services to the customer for the
duration of the call, if the call was initiated by the customer and the customer approves of the
Company's USC ofCPNI to provide such services.

CTA does not use, disclose or pennit access to CrNI to data brokers. Tf agents or
contractors or joint venture partners have access to CrNI. the parties must execute a
confidentiality agreement insuring the ongoing confidentiality of the CrNl.

Administrator. The Company's Administrative Director shall be in charge of the program
to protect CPNT. Thc Administrative Diredor will monitor the implementation of this policy,
ensure this policy complics with U.S. law (including FCC regulations) and submit the annual
certificate reqllired by the Section 64.209. If there is an improper release ofCPNI, the
Administnllive Director shall dctenninc the reason and take slepS to prevent further releases.

Record-keeping. The Administrative Director will keep a record for one year of(i) sales
and marketing campaign that use CrNI, including a description of each campaign. the specific
CPNI that was used in the campaign and what products and services wen: offered in the

China T(lI~~iQMt {l~~1iIntnccs where CrNI was disclosed or provided 10 third parties, or where
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third parties~ allowed access U) erN!. The Administfalive Director will mainlllin a m;ord
or ..nich customc:rs have opted out of receiving rnar\diog information using ePN!.

1

Empl0n:$ Training and Us ofePN!. Each employee aDd agent or eonlnlClOr ofcrA
",ill receh'c a copy of this prog,ram (ekctronK:aIly or in bani copy) and. copy will be included in
the Company's employee handbook.. The Administrative Director will send employees and
agctIts and COIltTlCtCJn; an annual reminder of this program. In addition. the Com~)' will
provide annual tmining lit ooe of the saIe5 meetings on ",iJa, employees we or are not authorized
10 lISIC ePNI in rnar\ding. Each employee. agent or oonlnlClOr involved in maRdina or saJes
must obcain permission from the Administrative DiRlCkJr for any marketingcampaigns using
ePN!.

Customer Consem. erN! may be usa:I to offer additiooal services oftbe type lhe
customer already purchases. For example, erNI may be used to seck renewal ofexisting
oonll1lCts or to provide similar services to additionallocalions or at a higher caplICily. eTA must
seek CUSlomer consent to market diffcl't1lllypes oftel«om scrvi<:c:s.. such as II' Access to a
customer receiving international private line: service.

CTA will send each existing customer a copy orlhe erNI policy altached to this policy
("CI'Nll'olicy") and provide the CPNI Policy to every new customer at the time a contract is
exC(:ulcd. eTA will give each Customer 30 days to "opt-out" of receiving markeling services
based upon CPNl, CTA will post a copy of its ePNl Policy on its website. Customers may opt
out of T\:~civing marketing services either by sending an email to sales 1/ chinuh:hxolllu>u,com or
calling COt'pOnlte headquarters at 703·787..()()88.

Oisciplilllll)' Procedures. lfthere is an improper release ofCPNI,!he AdminiSlralive
Direc10r will investigate and determine who was I'C:Spllmible for that release. In consultation
....ith the Presidenl of the Company, the Administral.ive Director ....ill deeide what disciplinary
action ....ill be taken againsI: the releasor. If the penon responsible is an employee ofCTA,
disciplinary action may range from. forfeiture of salary, suspension from duly or Imninalion of
employmml. If the person I'C:Spllmibie is an IIgeIlI or QOllltaCtOl" for crA, disciplinary actMm
may range from forfcilure of salary,~ of the QOlllTaclual relalionship or tenninalion of
the services of the agent or cootmdOr. The severity of disciplinary action will depend on
lOoilelher the implOpa rekasc was inadvertent or delibenlle.
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